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Quote of the Year Words to live by

From VeeamON 2024 William Siegel, CEO Coveware by Veeam

« "I can tell in the first 15 minutes
of a conversation how well or
how poorly an incident response

IS going to progress just based
on how prepared an
organization presents themselves
during the initial phone call.”

*  Summarized quote from general session"




Family Name % of Cases Previous Rank

Akira 11% -
 Based on percentage of cases in Q2 2024 T 10% T
 Groups such as Akira and Black Basta
continued to hold a comparable market
without a noticeable shift in techniques BlackSuit 8% +1
and behaviors Lockbit 3.0 7% -2
* Suggesting that not all ransomware
brands have opened their doors to
displaced affiliates BianLian 5% Unranked
* Sharpriseinthe frequency of Lone Wolf
“unaffiliated” extortion attacks

Black Basta 8% -1

Medusa 7% -1

Inc Ransom 5% -1

Phobos 4% -2

Qilin 3% Unranked
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Compounding Failures in the Cyber “Kill Chain”

Malicious
Phishing
Email

._‘

Security
Awareness
“Don’t Click”

Email Filtering/
AntiVirus/EDR

Multi-Factor
Authentication

Least Privilege

No CMD
Scripting

Behavioral EDR

Application
Control

Privileged Access
Management

Network
Segmentation

Domain Admin
Authentication

Data Loss
Prevention

EDR Anti-
Tampering

Anti Virus

SOC Alerting and
Response

Clean, recoverable backups are
key. Restoring from backups is
almost ALWAYS faster than
paying for a key!

BCP/DR
Backups



Initial Access

Ransomware Attack Vectors

100.00%

| .

S

Q

©  75.00%

@

L

e

[®)]

£

g

> 50.00%

=)

| -

L]

o

[1}]

5

I= 25.00%

w

Q

w

4y

(@)

S

e 0.00% - -

© OO OO OO OO rrrrrONOcNONONMmMmM
e 0NN NANAANNANANANNOANANANNNN
eleoleoleleoleoleoleleoleoloeoleololeoNoeNeN el el e
NANANANANANANANANONANANANONANANONONANN
T =N NI~ ONOT NN
clclciciciciciciclciciclcicicRcRcNcNc e

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

Q4 2023
Q12024
Q2 2024

Remote Access
Compromise

Phishing

Software Vulnerability
Multiple Vectors
Internal

Unknown



% of Cases vs. Observed Tactic

Exfiltration

Lateral Movement

The Top 5

MITRE Tactics
Observed S Gontrl

Credential Access

0% 25% 50% 75% 100%
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Post-Incident

Eradication
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How do we know what to
do when it happens?

How do we identify when it
happens?

How do we stop it from
spreading?

How do we eliminate it
from our environment?

How do we remediate any
Impacts and restore our
operations?

How do we learn from it?



Current Observations from Tech Support

Rogue Deleting of « EDR/Security Direct targeting of

files from threats Software Backups
“Interference”




Do you curgently have eyber insurance?

oesyouro nization curre

No, we used to but don’t currently No, and we are not interested

3% 1%

No, but we are actively looking for cyber insurance

Yes, but ransomware is excluded S .
Yes, and itis inclusive of ransomware events

59%

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.



What is some of the
most valuable data to a
threat actor?



i orsement is attached to and forms a part of Policy Numbe r |
nsurance Company, Inc. referred to in this endorsement as either the “Insurer” or the

riters”

EIRST PARTY COMPUTER SECURITY COVERAGE ENDORSEMENT

This endorsement modifies insurance provided under the following:

I - s seL=cT

In ecnsideration of the premium charged for this Policy, it is hereby understood and agreed that:

1. Item 3.A. of the Dadlarations is amanded to add the following:
o o 5. Aggregate sublimit of liability for all Cyber Extortion Loss under USD $1,000,000
3. Aggregate sublimit of liability for all Cyber Extortion Loss under USD 51,000,000 INSURING AGREEMENTS I1.G.:
INBURNG EEMENTS 1.G.: 6. Aggregate sublimit of liability for all Data Protection Loss and Business USD §1,000,000
6. Aggregate sublimit of liability for all Data Protection Loss and Business USD 51,000 000 Interruption Loss under INSURING AGREEMENTS I.H. and |.I.:
Interruption Loss under INSURING AGREEMENTS |.H. and |.1.: 7. First Party Business Interruption Sublimits of Liability:
7. First Party Business Interruption Sublimits of Liakbility: (1) Hourly sublimit: USD $250,000
11 Hourly sublimit USD $250 000 (2) Forensic Expense sublimit: USsD $250,000
:E: Fﬂl’Eﬂtiﬂ Expense sublimit USD $250.000 (3) Depandent Business Interruption sublimit: USD $250,000
The above sublimits of liability are part of, and not in addition to, the overall
(3) Depandont Business Interruption sublimit- USD 5250 000 Policy Aggregate Limit of Liability.
The above sublimits of liability are part of, and nol in addition to, the overall
Palicy Aggregate Limit of Liability. 2, tem 3.A.1. of the Declarations is amended fo include INSURING AGREEMENTS 1.G. (Cyber
Extortion), |.H. (First Party Data Protection) and I|l. (First Party MNetwork Business
Interruption) within the Policy Aggregate Limit of Liability set forth therein.
3 [tem 4, of the Declarations is amended to add the following:
F. INSURING AGREEMENTS |.G.. Each Extortion Threat Retention UsD 82,500
G. INSURING AGREEMENTS |.H.: Each Security Breach Retention UsD 82,500
H. INSURING AGREEMEMTS |.I.: Each Security Breach Retention
(1) Income Loss: usD 52,500
(2) Extra Expense: usD 52,500
. INSURING AGREEMENTS |.|.: Waiting Period 10 Hours
4. Clause I. INSURING AGREEMENTS, is amended to add the following:
G. Cyber Extortion

To indemnify the Named Insured for:

Cyber Extortion Loss, in excess of the Retention, incurred by the Insured
Organization as a direct result of an Extortion Threat first made against the Insured
Organization during the Pelicy Peried by a person, other than the Insured
Organization's directors, officers, principals, trustees, governors, Managers, members,
managemeant committee members, members of the management board, partners, or any

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.
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The Attack



Backup repasitories were targeted In 96% of

id the threat actor attempt to modify/ delete backup repositories

atta C ks as part of the ransomware attack?

Didn’t try

4%

Not affected

20%

Most or all repositories

Some repositories

41%
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Whi S d first’?
I Cvl/;]en a cgerat’!;]:llmppens |90Mr angtlcgvmgeaanggamolngrt§ﬂrsfto be actively engaged?

IT Backup team

CISO, CIO, or other executive leaders

Cyber Security team

Risk or Crisis Management team

Reseller or vendor of our backup/ security products

Legal and/ or Compliance team

Insurance provider

Communications (internal or public relations)

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

— 56%

53%

51%

. 36%

A 31

P 22%

22%

20%




All environmep

ow Wi

ts are equally vulnerable

ransom are infection

with regard to the amount of data impacted across the following in your organization?
18%
19%

Cloud-hosted data Remote offices’ data Datacenter server data

28%
21%

28%
20%

Nearly all data was impacted Most data was impacted = Roughly half of data was impacted ®m Small amount of data was impacted = Only a little data was impacted
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What now?
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Quote of the Year Words to live by

From VeeamON 2024 William Siegel, CEO Coveware by Veeam

"l can tell in the first 15 minutes of
a conversation how well or how
poorly an incident response is

going to progress just based on
how prepared an organization

presents themselves during the
initial phone call.”

Summarized quote from general session"




Q2 2024
Top 10 Threat Actors

Akira 11%
Based on percentage of cases in Q2 2024 "Lone Wolves” G Unranked
Groups such as Akira and Black Basta Black Basta 29 4
continued to hold a comparable market Slacksuit 5o »
without a noticeable shift in techniques _
Lockbit 3.0 7% -2
and behaviors
Medusa 7% -1
Suggesting that not all ransomware brands
) ] BianLian 5% Unranked
have opened their doors to displaced
. Inc Ransom 5% -1
affiliates
. . Phobos 4% -2
Sharp rise in the frequency of Lone Wolf
Qilin 3% Unranked

“unaffiliated” extortion attacks
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Compounding Failures in the Cyber “Kill Chain”

Malicious
Phishing
Email

._

Security
Awareness
“Don’t Click”

Email Filtering/
AntiVirus/EDR

Multi-Factor
Authentication

Least Privilege

No CMD
Scripting

Behavioral EDR

Application
Control

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

Privileged Access
Management

Network
Segmentation

Domain Admin
Authentication

Data Loss
Prevention

EDR Anti-
Tampering

Anti Virus

SOC Alerting and

Response

Clean, recoverable backups are
key. Restoring from backups is
almost ALWAYS faster than
paying for a key!

BCP/DR
Backups



Ransomware Attack Vectors

100.00% == Remote Access
Compromise

Phishing
75.00% Software Vulnerability

Q2 2024
Initial Access

Multiple Vectors
== |nternal

50.00% Unknown

Purpose:

25.00% \—\ /

The adversary is
trying to get into your

% of Cases in the period using the vector

network.
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% of Cases vs. Observed Tactic

Exfiltration

QZ 2 O 2 4 Lateral Movement
The Top 5 I\/I ITRE Impact
Ta Cti CS O b S e rve d Command and

Control
Credential Access

0% 25% 50% 75% 100%




X Law Enforcement Takedowns and Downstream Effects

E Payment Bans and New Regulations

-.
l_# Phantom Attacks and Data Hostage Trading

@ Increasing Velocity of Critical Vulnerability Exploitation

Ob

u n Continued VMWare ESXi Targeted Attacks and Impact

E Aggressive Persistence and Nuclear Options for Eradication
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Common Incident Response Lifecycle
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How do we know what to do
when it happens?

How do we identify when it
happens?

How do we stop it from
spreading?

How do we eliminate it from
our environment?

How do we remediate any
impacts and restore our
operations?

How do we learn from it?




Current Observations from Tech Support

Direct targeting of
Backups

Rogue Deleting of EDR/Security
files from threats Software
“Interference”
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Do you currently have cyber insurance?

Does your organization currently have a cyber insurance policy?

No, we used to but don’t currently No, and we are not interested

3% 1%

No, but we are actively looking for cyber insurance

12%

Yes, but ransomware is excluded

24%

Yes, and it is inclusive of ransomware events

59%
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What is some of the
most valuable data to a
threat actor?



A Cyber Insurance Policy!

LISD 51,000,000

3. Aggregate sublimit of liability for all Cyber Extortion Loss under
INSURING AGREEMENTS |.G

&. Aggregate sublimit of lability for all Data Protaction Loss and Business USD 51,000,000
Interruption Loss under INSURING AGREEMENTS |.H. and 1.1.;

I. First Party Busmess Interruption Sublimits of Liabdity:

LUSD 5250 000

LISD 5250000

USD 5250000

(1) Hourly sublimit
{2} Forensic Expense sublimit
(3) Depandont Business Interruption sublimit

The above sublimits of liability are part of, and not in addition to, the overall
Palicy Aggregata Limit of Liability.

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

1 orsement is attached to and forms a part of Policy Numbe r |
nsurance Company, Inc. referred to in this endorsement as either the “Insurer” or the

riters”

EIRST PARTY COMPUTER SECURITY COVERAGE ENDORSEMENT

This endorsement modifies insurance provided under the following:

I - s seL=cT

In consideration of the premium charged for this Policy, it is hereby understood and agreed that:

1.

4.

Item 3.A. of the Dadlarations is amanded to add the following:

5. Aggregate sublimit of liability for all Cyber Extortion Loss under USD %1,000,000

INSURING AGREEMENTS |.G..

6. Aggregate sublimit of liability for all Data Protection Loss and Business USD §1,000,000
Interruption Loss under INSURING AGREEMENTS |L.H. and |.1.:

7. First Party Business Interruption Sublimits of Liability:
USD §250,000

USD §250,000
UsSD $250,000

(1) Hourly sublimit:
(2) Forensic Expense sublimit:
(3) Depandent Business Interruption sublimit:

The above sublimits of liability are part of, and not in addition to, the overall
Policy Aggregate Limit of Liability.

[tem 3.A.1. of the Declarations is amended fo include INSURING AGREEMENTS 1.G. (Cyber
Extortion), |.H. (First Party Data Protection) and I|l. (First Party MNetwork Business
Interruption) within the Policy Aggregate Limit of Liability set forth therein.

[tem 4, of the Declarations is amended to add the following:

F. INSURING AGREEMENTS |.G.: Each Extertion Threat Retention UsD 2,500
G. INSURING AGREEMENTS |.H.: Each Security Breach Retention UsD 52,500
H. INSURING AGREEMENTS 1.I.: Each Security Breach Retention
(1) Income Loss: usD 52,500
(2) Extra Expense: usD 52,500
. INSURING AGREEMENTS |.|.: Waiting Period 10 Hours

Clause I. INSURING AGREEMENTS, is amended to add the following:
G. Cyber Extortion
To indemnify the Named Insured for:

Cyber Extortion Loss, in excess of the Retention, incurred by the Insured
Organization as a direct result of an Extortion Threat first made against the Insured
Organization during the Pelicy Peried by a person, other than the Insured
Organization's directors, officers, principals, trustees, governors, Managers, members,
management committea members, members of the management board, partners, or any
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The Attack
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Backup repositories were targeted in 96% of attacks

Did the threat actor attempt to modify/ delete backup repositories
as part of the ransomware attack?

Didn’t try

4%

Not affected

20%

Most or all repositories

Some repositories

41%

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.




Which teams do you engage first?

When a cyberattack happens in your organization, which teams are among the first to be actively engaged?

IT Backup team

CISO, CIO, or other executive leaders

Cyber Security team

Risk or Crisis Management team

Reseller or vendor of our backup/ security products

Legal and/ or Compliance team

Insurance provider

Communications (internal or public relations)

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

— 56%

53%
T 51%
. 36%
T 31%
T 22%

P 22%

20%




All environments are equally vulnerable

How widespread was the ransomware infection
with regard to the amount of data impacted across the following in your organization?

Cloud-hosted data Remote offices’ data Datacenter server data

B Nearly all data was impacted M Most data was impacted ™ Roughly half of data was impacted ® Small amount of data was impacted ® Only a little data was impacted

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners. -




What now?
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